
 

 

 

PRIVACY AND DATA PROTECTION POLICY 

 

ST JOHN AMBULANCE GHANA 

 

1. Purpose 

The purpose of this policy is to establish controls to ensure compliance with data protection 

regulations and to ensure that the St John Ambulance Ghana conducts its business and 

charitable activities in a socially responsible manner. 

St John Ambulance Ghana respects the privacy of all individuals. This policy is designed to 

ensure that all information held on individuals is properly handled in all cases.  Personal data 

of living individuals that is kept by St John Ambulance Ghana on computer or well-structured 

paper files must be “processed” in accordance with eight principles (which are described in 

section 2.2). 

Our reputation and our ongoing relationships with our employees, funders and beneficiaries 
are some of our most valuable assets. By adhering in our daily business work to this policy 
we will all contribute to maintaining St John’s good name and its good relationships with its 
beneficiaries, members and other stakeholders. 

2. Policy Statement 

2.1. Definitions 

Personal information includes information relating to an identifiable, living and natural 
person or an identifiable juristic person (including corporate legal entities and trusts). It 
covers sensitive data and includes: 

− Information about a person's race, gender, sex, pregnancy, marital status, national, 
ethnic or social origin, colour, sexual orientation, age, physical or mental health, well-
being, disability, religion, conscience, belief, culture, language and birth. 

− Information relating to education, medical, financial, criminal or employment history. 

− Any identifying number, unique identifier, symbol, e-mail address, physical address, 
telephone number or other particular assignment to the person. 

− The blood type or any other biometric information of the person. 

− The personal opinions, views or preferences of the person. 

− Correspondence sent by the person that is implicitly or explicitly of a private or 
confidential nature or further correspondence that would reveal the contents of the 
original correspondence. 

 



 
Processing includes obtaining, recording, holding, using, disclosing or erasing the personal 
data. 

Unauthorised access is when someone can obtain access to/view personal or sensitive 
data, without permission of the person whose information it relates to. 

2.2. General Statements 

− St John Ambulance Ghana takes the privacy of our members and supporters very 

seriously and we are committed to protecting your privacy.    

− St John Ambulance Ghana has processes in place to ensure that information is: 

1. Be processed fairly and lawfully 

2. Be obtained only for specific, lawful purposes 

3. Be adequate, relevant and not excessive 

4. Be accurate and kept up to date 

5. Not be held for any longer than necessary 

6. Processed in accordance with the rights of data subjects 

7. Be protected in appropriate ways 

8.  Not transferred outside the country the information is held without  

   adequate protection    

3. Scope of the policy 

3.1. Who the policy is for 

All staff and volunteers who handle private and sensitive data.  The policy also applies to 

third parties that work with us such as clients, beneficiaries, funders, customers and 

suppliers. 

3.2. What does it cover 

It governs the automated or non-automated processing of personal information. 

3.3. Rights 

− Right of access – individuals have a right to know what information organisations hold 

about them on a computer or in certain filing systems. Individuals can request to see 

or have a copy of this information.  This could include their medical record, files kept 

by public bodies, or financial information held by credit reference agencies. 

− Right to prevent direct marketing – individuals have the right to object to their personal 

information being used to target them with unwanted marketing. 

4. Responsibilities 

All individuals connected to the St John Ambulance Ghana must ensure they have read, 
understood and are able to comply with this policy. 

A named person in the organisation must have overall responsibility for data protection, 
ensuring that the information is kept securely, relevant permissions are obtained and 
information is reviewed periodically and kept up to date. 



 
Employees who deliberately or negligently act contrary to the guidance in this policy will face 
disciplinary action which could result in dismissal for gross misconduct.  Our relationship with 
volunteers can be terminated if they breach this policy. 

Staff and volunteers are encouraged to raise concerns about any issue or suspicion of bad 
practice as soon as you know about it.  If you are unsure whether any particular act could be 
seen as discriminatory, you should raise this with the senior manager or a council member. 

It is hoped that matters can be handled informally, at least in the first instance, and indeed 
can be resolved informally.  In certain cases, matters may be escalated by following the 
organisation’s Whistleblowing and Public Interest Disclosure Policy, to raise concerns 
about serious malpractice. 

This policy does not form part of any employee’s contract of employment. 

5. Who is responsible for this policy? 

The Board or Council of the St John Ambulance Ghana has overall responsibility for ensuring 
that this policy meets our legal and ethical obligations and that everyone who is a part of our 
organisation complies with it. Putting this Policy into practice is the responsibility of every 
individual employee. 

The named Data Protection Officer has day to day responsibility for the implementation of 
this policy, for monitoring its use and effectiveness and dealing with any queries about it from 
staff and volunteers. 

6. General staff guidelines 

 The only people able to access data covered by this policy should be those who need it for 
their work. 

− Data should not be shared informally. When access to confidential information is 
required, employees can request it from their line managers. 

− St John Ambulance Ghana will provide training to all employees to help them 
understand their responsibilities when handling data. 

− Employees should keep all data secure, by taking sensible precautions and following 
the guidelines below. 

− In particular, strong passwords must be used and they should never be shared. 

− Personal data should not be disclosed to unauthorised people, either within the 
organisation or externally. 

− Data should be regularly reviewed and updated if it is found to be out of date. If no 
longer required, it should be deleted and disposed of. 

− Employees should request help from their line manager or the data protection officer if 
they are unsure about any aspect of data protection.  

7. Data storage 

These rules describe how and where data should be safely stored.  



 
When data is stored on paper, it should be kept in a secure place where unauthorised 
people cannot see it. 

These guidelines also apply to data that is usually stored electronically but has been printed 
out for some reason: 

− When not required, the paper or files should be kept in a locked drawer or filing 
cabinet. 

− Employees should make sure paper and printouts are not left where unauthorised 
people could see them, like on a printer. 

− Data printouts should be shredded and disposed of securely when no longer required. 

When data is stored electronically, it must be protected from unauthorised access, 
accidental deletion and malicious hacking attempts: 

− Data should be protected by strong passwords that are changed regularly and never 
shared between employees. 

− If data is stored on removable media (like a CD or DVD), these should be kept locked 
away securely when not being used. 

− Data should only be stored on designated drives and servers, and should only be 
uploaded to an approved cloud computing services. 

− Servers containing personal data should be sited in a secure location, away from 
general office space. 

− Data should be backed up frequently. Those backups should be tested regularly, in line 
with the organisation’s standard backup procedures. 

− Data should never be saved directly to laptops or other mobile devices like tablets or 
smart phones. 

− All servers and computers containing data should be protected by approved security 
software and a firewall. 

8. Data use 

Personal data is of no value to St John Ambulance Ghana unless the business can make use 
of it. However, it is when personal data is accessed and used that it can be at the greatest 
risk of loss, corruption or theft: 

− When working with personal data, employees should ensure the screens of their 
computers are always locked when left unattended. 

− Personal data should not be shared informally. In particular, it should never be sent by 
email, as this form of communication is not secure. 

− Data must be encrypted before being transferred electronically. The IT manager can 
explain how to send data to authorised external contacts. 

− Employees should not save copies of personal data to their own computers. Always 
access and update the central copy of any data. 



 
9. Data accuracy 

St John Ambulance Ghana takes reasonable steps to ensure data is kept accurate and up to 
date. 

The more important it is that the personal data is accurate, the greater the effort St John 
Ambulance Ghana should put into ensuring its accuracy. 

It is the responsibility of all employees who work with data to take reasonable steps to ensure 
it is kept as accurate and up to date as possible.  

• Data will be held in as few places as necessary. Staff should not create any 
unnecessary additional data sets. 

• Staff should take every opportunity to ensure data is updated. For instance, by 
confirming a customer’s details when they call. 

• St John Ambulance Ghana will make it easy for data subjects to update the 
information St John Ambulance Ghana holds about them. For instance, via the 
organisation website. 

• Data should be updated as inaccuracies are discovered. For instance, if a customer 
can no longer be reached on their stored telephone number, it should be removed 
from the database. 

10. Subject access requests 

All individuals who are the subject of personal data held by St John Ambulance Ghana are 
entitled to: 

− Ask what information the organisation holds about them and why. 

− Ask how to gain access to it. 

− Be informed how to keep it up to date.  

− Be informed how the organisation is meeting its data protection obligations. 

11. Disclosing data for other reasons 

In certain circumstances, personal data will be disclosed to law enforcement agencies 
without the consent of the data subject.  However, the Chief Executive Officer will ensure the 
request is legitimate, seeking assistance from the board and from the organisation’s legal 
advisers where necessary. 

12. Providing information 

St John Ambulance Ghana aims to ensure that individuals are aware that their data is being 
processed, and that they understand: 

− How the data is being used 

− How to exercise their rights  

To these ends, the organisation has a privacy statement, setting out how data relating to 
individuals is used by the organisation. 

13. Monitoring and Review 



 
Monitoring and evaluation help us assess the effectiveness of our Privacy and Data 
Protection Policy and to this end we have a number of mechanisms in place.  For example, 
we undertake extensive monitoring of the equality profile of our contracted staff in order to 
help capture data on the equality profile of all St John staff.  

The Chief Executive Officer will monitor this policy and review its implementation especially 
its suitability, adequacy and effectiveness.  S/he will suggest improvements to the policy to 
be adopted through normal council meetings.  They will be responsible for: 

− Keeping the board updated about data protection responsibilities, risks and issues. 

− Reviewing all data protection procedures and related policies, in line with an agreed 
schedule. 

− Arranging data protection training and advice for the people covered by this policy. 

− Handling data protection questions from staff and anyone else covered by this policy. 

− Dealing with requests from individuals to see the data St John [insert name] holds 
about them (also called ‘subject access requests’). 

− Checking and approving any contracts or agreements with third parties that may 
handle the organisation’s sensitive data. 

All staff and volunteers are invited to comment on this policy and suggest ways in which it 
may be improved.  Comments, suggestions and queries should be addressed to the Chief 
Executive Officer. 

14. Training and Communication 

Training on the Privacy and Data Protection Policy forms part of the induction programme for 
all new staff and volunteers.   

All staff, including newly appointed ones must be made aware of this Policy and the 
responsibilities of both St John and the individual in handling personal and sensitive data.   

 

  



 
Policy Implementation Notice 

 

This is the policy statement of:        

 

 

 

The overall and final responsibility for this policy is that of:    

 

 

 

Signed by Chairman:     Date: 

 

 

 

Day-to-day responsibility for ensuring this policy is put into practice is delegated to: 

 

 

 

Policy review date:  

 
 

The St John Ambulance Ghana 

The Board or Council of the St John Ambulance Ghana 

The Chief Executive Officer 

1st May 2019 

I have read the above policy statement and understand its contents and will act accordingly: 

 

Signed by employee/volunteer:    Date: 

 

………………………………………………….    ………………………………………… 


